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AMENDMENTS TO THE CLAIMS 

Please amend Claims 1 , 5, 7, and 8, cancel Claims 6 and 9, and add new 
Claims 10-20. 

1. (Currently Amended) A method of transferring fiJes- data over a 
computer network from a network server to a client computer system, the method 
comprising: 

receiving a request bv a requestor using a client computer system for 
data from at ffell least one network serve r from a c li ent comput e r syst e m ; 

checking ffall-We-an attribute of the requested .data uo i ng tho network 
s e rv e r to determine whether the requested data is encrypted with an 
encryption key ; 

if the requested data is encrypted with the encryption key, checking 
the attribute of the reouested data to determine an owner of the encryption 
kev: and 

comparing the owner of the encryption key obtained from the 
attribute with the reguestor to determine whether the reouestor is the owner 
of the encryption kev 

automat i cal l y rotr i ev i ng us i ng tho network serv e r a publ i c e ncryption 
koy from said c l i e nt comput e r syst e m wh o n tho data is not encrypt e d; 

encrypt i ng th e un e ncrypt e d data with sa i d pub l ic e ncrypt i on key 
automatica ll y and w i thout us e r interv e nt i on; and 

send i ng th o e ncrypt e d data to sa i d c li ent computer syst e m . 

2. -4. (Canceled) 
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5. (Currently Amended) A method of data storage and retrieval comprising: 

automatically generating independently of information from a network 
server a public encryption key and a corresponding private encryption key 
in a client computer system; 

storing said -the public encryption key and said -the corresponding 
private encryption key in said -the client computer system; 

associating an attribute with a data file, the attribute indicating 
whether the data file is encrypted with the public encryption key when 
stored on the network server, and the attribute indicating an owner of the 
public encryption kev: 

requesting theff anll un e ncrypt e d data file bv a reouestor from the 
network server using said -the client computer system; 

checking the attribute of the reouested data file to determine whether 
the reguested data file is encrypted: 

if the reguested data file is encrypted, checking the attribute of the 
reguested data file to determine an owner of the public encryption kev; 

comparing the owner of the public encryption kev obtained with the 
attribute with the reouestor to determine whether the reouestor is the owner 
of the public encryption kev 

send i ng sa i d pub li c encrypt i on koy from sa i d c li ont computer system 
to sa i d network sorvor automat i cally and w i thout us e r intervent i on, where i n 
said pub li c e ncrypt i on koy i s us e d to encrypt said un e ncrypted data fi le to 
creat e an encrypt e d data f i l e ; 

rec e iv i ng sa i d oncrypt o d data fi l o at sa i d c l i o nt computer syst e m; and 

storing said oncryptod data fi l o on a storage medium i n sa i d cl ie nt 

comput e r syst e m . 
6. (Canceled) 
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7. (Currently Amended) The method of Claim 5, wherein said-the public 
encryption key and said- the corresponding private encryption key are based on a 
password entered by a user when logging on to said- the client computer system. 

8. (Currently Amended) A computer readable data storage medium 
having stored thereon commands that are operative to cause a general purpose 
computer configured as a network server to perform a method of data retrieval 
comprising th o steps of : 

receiving a request from a requestor for a data file from a client 
computer system; 

checking a file attribute of the requested data file to determine 
whether the requested data file is encrypted with an encryption key ; 

if the requested data file is encrypted with the encryption key, 
checking the file attribute of the requested data file to determine an owner 
of the encryption key: and 

comparing the owner of the encryption key obtained from the 
attribute with the reguestor to determine whether the reouestor is the owner 
of the encryption key 

bas o d at l east in part on tho attribute, automat i ca ll y request i ng a 
pub l ic k e y from said client comput e r system, tho publ i c koy b ei ng 
or i ginat e d i nd e p e ndent l y of tho network serv e r; 

automat i ca ll y encrypting sa i d data fi le us i ng sa i d pub l ic koy; and 

rout i ng sa i d e ncrypted data to said c li ent computer syst e m . 

9. (Canceled) 
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1 0. (New) The method of Claim 1 , further comprising: 

if the requested data is unencrypted, automatically retrieving the 
encryption key associated with the requestor from the client computer 
system; 

encrypting the requested data with the encryption key associated 
with the requestor automatically and without user intervention to create 
encrypted data; and 

sending the encrypted data to the client computer system. 

11. (New) The method of Claim 1, further comprising sending the 
requestor a message indicating the requested data is not encrypted with the 
encryption key associated with the requestor if the requested data is encrypted 
and the requestor is not the owner of the encryption key. 

12. (New) The method of Claim 1, further comprising sending the 
requested data to the client computer system if the requested data is encrypted 
and the requestor is the owner of the encryption key. 

13. (New) The method of Claim 1 , wherein the encryption key is derived 
at least in part from an identification code. 

14. (New) The method of Claim 13, wherein the encryption key is 
derived at least in part from user input. 

1 5. (New) The method of Claim 5, further comprising: 

if the requested data file is unencrypted, sending the public 
encryption key from the client computer system to the network server 
automatically and without user intervention; 

receiving the requested data file at the client computer system after 
the public encryption key is used to encrypt the requested data file to 
create an encrypted data file; and 

storing the encrypted data file on a storage medium in the client 
computer system. 
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16. (New) The method of Claim 5, further comprising sending the 
requestor a message indicating the requested data file is not encrypted with the 
public encryption key associated with the requestor if the requested data file is 
encrypted and the requestor is not the owner of the public encryption key. 

- 17. (New) The method of Claim 5, further comprising sending the 
requested data file to the client computer system if the requested data file is 
encrypted and the requestor is the owner of the public encryption key. 

1 8. (New) The data storage medium of Claim 8, further comprising: 

if the requested data file is unencrypted, automatically requesting the 
encryption key associated with the requestor from the client computer 
system, the encryption key being originated independently of a network 
server; 

automatically encrypting the requested data file using the encryption 
key associated with the requestor to create an encrypted data file; and 
routing the encrypted data file to the client computer system. 

19. (New) The data storage medium of Claim 8, further comprising 
sending the requestor a message indicating the requested data file is not 
encrypted with the encryption key associated with the requestor if the requested 
data is encrypted and the requestor is not the owner of the encryption key. 

20. (New) The data storage medium of Claim 8, further comprising 
sending the requested data file to the client computer system if the requested 
data file is encrypted and the requestor is the owner of the encryption key. 
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